Abstract
Introduction
Biometric systems operate under the premise that many of the physical or behavioral characteristics of humans are distinctive to an individual, and that they can be reliably acquired via appropriately designed sensors and represented in a numerical format that lends itself to automatic decision-making in the context of identity management. Thus, these systems may be viewed as pattern recognition engines that can be incorporated in diverse markets.
Traditional methods of establishing a person's identity include knowledge-based (e.g., passwords) and token-based (e.g., ID cards) mechanisms, but these surrogate representations of identity can easily be lost, shared, manipulated or stolen thereby compromising the intended security. By using biometrics it is possible to establish an identity based on who you are, rather than by what you possess, such as an ID card, or what you remember, such as a password. In some applications, biometrics may be used to supplement ID cards and passwords thereby imparting an additional level of security. Such an arrangement is often called a dual-factor authentication scheme.
Figure 1. Block Diagram of Biometric System
Sensor: The sensor is an interface between the real world and the system. It is used to acquire all the necessary data, depending on the characteristic in consideration.
Pre-processing :
This block is needed to enhance the input (i.e., remove all the background noise and unnecessary artifacts during data collection) and also to use some kind of normalization, if needed.
Feature Extractor : This block is responsible to extract the necessary features from the preprocessed input in the correct and in the optimal way.
Template Generator : The template is typically a vector of numbers or an image with particular properties, and is generally a synthesis of the relevant characteristics extracted from the source.
Elements of the biometric measurement that are not used in the comparison algorithm are discarded in the template to reduce the file size and to protect the identity of the enrollee. If an enrollment is performed, the template is typically stored in a central database. If a matching is being performed, the obtained template is passed to a matcher that compares it with other relevant templates in the database and estimates the distance between them using any specific algorithm (e.g., the Hamming Distance metric) and returns the result.
Performance Metrics for Biometric Systems
The different performance metrics for evaluating the biometric system are as follows
False Acceptance Rate ( FAR) :
The FAR is defined as the probability that a user making a false claim about his/her identity will be verified as that false identity. The importance of the FAR is the strength of the matching algorithm. The stronger the algorithm, the less likely that a false authentication will happen.
FRR (False Rejection Rate):
The FRR is defined as the probability that a user making a true claim about his/her identity will be rejected as him/herself. The strength of the FRR is the robustness of the algorithm. The more accurate the matching algorithm, the less likely a false rejection will happen.
Crossover Error Rate (CER):
The rate at which both the accept and reject errors are equal. A lower value for the CER is desired for a biometric system in order to be considered more accurate as well as convenient for its users.
Failure to Enroll Rate (FER):
The rate at which attempts to create a template from an input is not successful. This is most commonly caused by low quality inputs that are insufficiently distinctive biometric samples or from a system design that makes it difficult to provide consistent biometric data.
Failure to Capture Rate (FCR):
Applicable for automated systems, the probability that the system fails to detect a biometric input when presented correctly.
Template Capacity: The number of unique users that can be represented by its contents Tradeoff: Larger the FER, lower the FAR and FRR; and vice-versa.
The graphical representation of relationship between FRR, FAR and CER is shown in Fig.2 .
Figure 2. Typical Relationship between FRR, FAR and CER
International Journal of Security and Its Applications Vol. 9, No. 4 (2015)
Biometric System Evaluation
The biometric system can be evaluated with the help of these factors Universality: Can everyone provide the considered biometric.
Uniqueness:
How well the biometric separates individually from another.
Permanence :
Stability along life time. Collectability :
Ease of capture for measurement.
Performance :
Accuracy, speed, and robustness of technology used.
Acceptability :
Degree of approval of a technology by end user.
Circumvention :
How hard to fool the system.
Different Biometric Traits
The biometric trait can be classified into two different categories as  Physical / Physiological Biometrics  Behavioural Biometrics The traits that comes by birth with the individual like finger print, face, iris, retinal pattern, ear, voice, hand, DNA, vein, tongue etc. can be classified as Physical / Physiological Biometrics and the traits that can be developed as the grows up like signature, keystroke, gait etc.can be classified as Behavioural Biometrics.
Multi-Biometric Systems
While every user is expected to possess the biometric identifier being acquired, in reality, it is possible for a subset of the users to be not able to provide a particular biometric. An impostor may attempt to spoof the biometric identifier of a legitimate enrolled user in order to circumvent the system. So multimodal biometric system is an advantage when compared to unimodal system. A Multi-biometric system could address the problem of non-universality, since multiple biometric identifiers would ensure sufficient population coverage. Provide anti-spoofing measures by making it difficult for an intruder to simultaneously spoof the multiple biometric identifiers of a legitimate user. Ensure a "live" user is present at the point of data acquisition by asking the user to present a random subset of the multiple biometric identifiers. Overall, multibiometric systems could facilitate a challenge-response kind of authentication.
Levels of Fusion in Multi-Biometric Systems
The various fusion levels for a multi-biometric system is summarized in this section. They are as follows
Sensor-Level Fusion:
The raw data obtained from multiple sensors (one for each biometric identifier) can be processed and integrated to generate new data from which features can be extracted.
Feature-Level Fusion:
The feature sets extracted from each biometric identifier sources can be fused to create a new feature set to represent the individual. The block diagram of feature level fusion multi-biometric system is shown in Fig.3 . 
Decision-Level Fusion:
The decisions (Accept/ Reject) made at each biometric system based on the individual scores are then combined (usually a majority voting approach) to arrive at a
Biometric-Key Binding:
The idea is to store only a hash of the biometric template (instead of the actual template) in the database, similar to the concept of cancellable biometric. If the hash function chosen is a one-way hash function, it may not be possible to use the hash value of the biometric template to extract the original biometric sample. So, even if the template hash database is stolen, it would not be a problem. In addition, a trusted and secret bit-replacement algorithm can be used to hide the cryptographic key within the user's biometric template itself rather than storing it separately. A simple bit-replacement algorithm could be to replace the least significant bits of the pixels values/features of the biometric template with the cryptographic key. Since the biometric matching and key extraction are integrated, it may not be possible for an attacker to compromise the biometric authentication system with a Trojan horse and expect the cryptographic key to be released. However, if the biometric smart card is stolen, the person who has the Smart card would be still able to extract the cryptographic key. 
Biometrics based Session-key Generation and Sharing Protocol
In this Biometrics based session-key generation and sharing protocol the enrollment is securely carried out off-line and cancelable template is generated using the biometric data of the user and it is stored in the database at the server. The cancelable template from biometric data is θ canc The shuffling of the enrollment biometric data is done by θ ref + shuffling key K sh . The shuffling key K sh is either stored on a smart card or can be generated from a password. The algorithm for generating session key is as follows When a client desires to securely communicate with the server, following steps are carried out: The client sends authentication request to the server. The server sends acknowledgement to the client. Shuffled test biometric data θʹ canc by client 1.
Fresh biometric data θtest of the user is captured .
2.
Shuffled using the shuffling key K sh 3.
θʹ canc = θ test + K sh User ID of the user is sent to the server not the biometric Locked code θ lock is created by server 1.
The server generates a random key K r 2.
Stored cancelable template θ canc . 3.
θ lock = E (K r , θ ref ) where E( ) indicates the encoding function.
The locked code θ lock and H(H(K r )) is sent to the client. 1. The client regenerates a trial value of the random key Kʹ r Kʹ r = E-1 (θʹ canc , θ lock ) 2. Kʹ r is made as H(H(Kʹ r ))
